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;Sﬁfbanes Oxley (SOX)

= Graham Leach Bliley (GLBA)

= Health Insurance Portability and
Accountability Act (HIPAA) —

———




50,0 —olggest Irrpac

- = e —— e ——

T e m  — ——

B i ___E . . . - -_ — e
~_ = Around a $5.5 billilen international company’
e

= Accelerated filer, so 2004 was 1! year of
SOX compliance




Avery Overview & rlistorical Moclel

— Operation in over 40 countries
— Just under 300 faclilities worldwide

= Companies run autonomously.
= BU’s allowed to make decisiens on I'T
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I'T resulis frorr Avery rriocel
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= -_1ﬂ solutions vary frem BU to BU
— Best of breed

— No system standards across the corporation
= applications -
= pperating systems '

latforms
N —




rU Sltuztior)

. Few people‘rnTﬁTﬁpany Wlth a strong =

f—

contrels background
= More In Finance area than IT

= |T personnel generally focused on; getting
systems ive or keeping them;running, Not




S Who WI|| Ieerd‘thﬂéct
= \Who should be on team

= How will project be managed

= What Is required (PCAOB & external audit)

= How to manage the massive amounts of

" information 1] be
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— | Al managedTh@:pm]ect (100% SOX)

.-E——"*
= Education

= Tools and Templates
= BU’s hired outside help
= A rewewed output




’

(L Overall Resulis

-

e

S qu*lﬁve_yec’t_r‘—l;?é‘guﬂs-

e :
= No material weaknesses, however a number

of areas to Improve
= |dentified approximately 9000, key’ controls
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~_= Documentation needs; to improve

S —
= Some comments around change

management, logical access, and
operations -
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I'T Oogoridnites

=" Q_rTs_c')IioI—ate:'rrﬁ”‘r;a“g’t;ructure
= Standard policies and procedures

= Central management of systems
= |T risk management
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= Created a new: function the Corp ) Controllers

~ Office that is responsible for SOX
= |[A educated the new team

= Helped revise tools, templates anditraining
material

onducted tralnlng
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—_— Improve documemaﬂon
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~ = Reduce the number of key controls

= Utilize system capabilities and migrate from
manual to application controls where possible -

= Consolidate data centers
= Consistent IT management
ment continuous Moniter

softw.ar.-e-_—j‘"i

ement |IT risk management process
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Doclrriarntatorn «ricl *ontrols
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= A dld tralnlng and prowded examples of
~ how to improve documentation

= Business evaluated control environments In
much more detaill to determine which are
really the primary controls relied upon

= Asked businesses to examine manual -
" Controls and determine if tomate

ocess Will'comment on manual
controls that could be automated
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Conselidate-bData Centers
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= [Have several data centers around the world
. - - -

= Migrate to one of three main regional data

centers
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Consistent [T Mearagernerir
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= Review current P&P and develop new ones
or enhance as necessary

= Educate BU IT personnel on standards

= Centralize system management Where
possible

e toward I'T standard
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el 16 rp_drzRe T Standards

~ — Applications
— O/S
— Databases -

= Not forcing migration
Viigrate as evaluate systemc

18



oversigrir
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—_:im@_ emented In shared services centers
— Duplicate payments
= Pjlot In the business unit now
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Oversigrit Advariiages

e S

i

—w A110'ws busm‘ESS@’chﬁJoe oroactive in

_=—*—..
managing and evaluating their control

environments

= Provides |A and external audit withrgreater
level of comfort
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I'T RIsi Manzgerrernt
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~ = Complex de-centralized environment
rlequires proactive focus on risk

management
= Need tool to manage process -
= Buy or build

———
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Flsic Mearagernerii
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= Risk management is not a one time even

#_

= Risk must be continuously managed

= \With de-centralized environment need to
Involve Iindividuals from the business
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= Web based
= |nventory systems by business
= Able to define risk questions

= Completed by BU’s

: Resorting capabllities
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S P03|t|ve year‘?muits
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= No material weaknesses, however a number
of areas to Improve

= Decreased the number of key. controls
= Migration toward application controls and -

@%r utilization of syste% I —
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SO Year 2 1T Hest
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___D‘ocumenta‘trﬁhﬁﬁ‘rpmved  but still room for

H—.

further improvement

= Fewer comments around change
management, logical access, and
operations
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I'T Oogoridnites

-

— —
—

il & #Qﬁtln_ued_ push toward data center

conselidation

= Further centralization of system
management -

= Rollout IT risk management solution
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C" = Corp Contrd1@rs=Gfﬁup fuIIy respon3|ble
- Internal Audit Is back to doing audits

= Potential SOX issues are communicated to
Corp Controllers Group responsible for SOX
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e/ Initizives

— Implement IT rrsk'management process

_:_._—'—-

= During |A reviews look for opportunities to
better utilize system capabillities and
educate BU’s

= Continue data center consolidation and
ndardization

IN More businesses
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I'T Flsi Mearagernert
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~ = Start with pilotinone BU

= Eurther rollout to other BU’s throughout the
year

= Provide businesses with tool 1o, proactively
manage IT risk

ntify and address issu resfoundys
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= | audlt working with operatlonal audltors o

i'_-—_

review: all operational work programs

= Educate operational auditors on application
controls (no longer black hole)

= \Where we find the system is.not being used
its capabilities will educate BU's,onhow,
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" = Making progress in moving systgr_ns_ino one

ﬂ:‘

of three main data centers

— Considering consolidation to 2 main data
centers

= Continue to make progress toward standard

StEMS _
[ZeIIOCESSes across

sinesses
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Corntnuous Monitorirg
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= Pilot business has been pleased with the

e
results

= Expand what we have been doing at our
initial pilot site -
= Roll out to other businesses
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